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TO chirc I16p hoc

* Ly thuyét: 30t (sinh vién khong st dung dién thoai
trong giG hoc)

* Thuc hanh: 30t (tinh diém ting budi)
* Bao cao chuyén dé: 20%

* Piém thuc hanh: 30%

* Thi cu0i ky: 50%, tu luan




NOi dung

* Gidgi thiéu

* Hé thong phat hién xam nhap mang
* Phat hién xam nhap mang vdi Snort
* Xay dung luat cho Snort




Gidi thiéu

* Mang may tinh dugc st dung pho bién
* Hiéu qua dé chia sé, trao doi thdng tin
* Mot nhan vién sG hitu 1 may tinh
* Mang may tinh cua tb chirc, tap doan, cdng ty cd sb
lugng may tinh tuong ’ng s6 nhan vién cla cong ty
* Cac may tinh trong mang
Phan tan, quan ly phi tap trung, s dung nhiéu hé diéu hanh,
phan mém, phan cing, nghi thirc khac nhau
Kién thuc ngudi dung khac nhau
Cung noi két dén mang Internet
* Dé trg thanh muc tiéu cta cac cudc tdn cdng mang




Gidi thiéu

* Theo Reuters, bdo cdo tUr hai cdng ty bao hiém I6n cla
Anh Lloyd’s va Cyence hom 17/7/2017

O Udc tinh murc thiét hai kinh t€ tir mot cudc tdn cong mang Ién
trén thé gidi cd thé dao dong tu 4.6 1én dén 53 ti USD

O Chi phi kinh t& toan cau bj tdn that tUr vu t&n cdng bang ma ddc
tong tién “WannaCry” hoi thang 5/2017, tai han 100 quoc gia,
vung lanh tho da Ién tdi 8 ti USD

O Sy tan cong cua virus “NotPetya” dudc lan truyen tur Ukraine ra
toan cau ngay sau “WannaCry”, tan dung 16 hdng EternalBlue cua
Windows, chiém quyén kiém soat, ma hoa dir lieu va doi tién
chudc dé giai ma, vai chi phi thiét hai Ién dén 850 trieu USD

© Phan I6n thiét hai la do cac hoat dong kinh doanh bi gian doan
va chi phi stra chira cac hé thong may tinh bi nhiém virus

]




Gidi thiéu

* Cac cudc tdn cdng DDoS ndi ti€ng trong lich str

O Nam 2000, website ndi ti€ng nhu’ Yahoo, eBay, eTrade, Amazon
va CNN trd thanh nan nhan cia DDoS

© Thang 02/2001, may chu cua Cuc tai chinh Ireland bi mot sb sinh
vién Dai hoc Maynooth & nudc nay tan cong DDoS

© Ngay 15/08/2003, Microsoft chiu dot tan cong DoS lam gian doar
websites trong vong 2 gic

© Thang 02/2007, han 10000 may chu cua game truc tuyén Return

to Castle Wolfenstein, Halo, Counter-Strike, ... bi nhdm RUS tan
cong vai hé thong diéu khién dat tai Nga, Uzbekistan va Belarus




Gidi thiéu

* Cac cudc tdn cdng DDoS ndi ti€ng trong lich str

O Thang 08/2009, cac vu DDoS nham tdi cac trang mang xa hoi
nhu Facebook, Twitter, LiveJournal va mot sO website cua Google
dugc thuc hién dé "khda miéng" blogger tén Cyxymu & Georgia

O Ngay 28/11/2010, WikiLeaks bi té liét vi DDoS ngay khi ho chuan
bi tung ra nhirng tai li€u mat cua chinh phu My

© Ngay 07/12/2010, nhom hacker cé tén Anonymous danh sap
website Visa.com, Mastercard va PayPal dé tra diia cho viéc chu
WikiLeaks bi tam giam & Anh

© Ngay 03/3/2011, dich vu blog ndi tiéng WordPress bij tdn cong

© Ngay 04/3/2011, 40 trang web cua cac cd quan chinh phu Han
Quoc bi té liet vi DDoS







Gidi thiéu

Cable/DSL router
modem




|6 hdng clia mang c6 day hay khdng day la truy cap
khong chirng thuc dén mang

Ke tan cong thuc hién ket noi tu thiét bi cua anh ta
dén mang thdng qua céng hub/switch khéng an toan

Mang két noi khdong day la it an toan han mang co day
do tinh dé truy xuat khong day

Sau khi truy cap den mang, ke tan cong s& khai thac 10
hong dé thuc hién cac nhiém vu tan cong




Gidi thiéu

* Tan cong mang:
O Thu thap cac goi tin dé &n cap cac thong tin co gia tri
O TU chdi dich vu cho ngudi dung hgp phap trén mang bang cach
lam tran cac phuong tién truyén thong mang vdi cac goi gia mao

© Gia mao dia chi vat ly (MAC) cua cac may chu hgp phap va sau
dd an cap dir liéu hodc ti€p tuc tung ra mot cudc tan cong dang
"ngudi-trung-gian" (man-in-the-middle)




Gidi thiéu

* Nghi thic mang

O Tap hop cac quy tac diéu khién truyén thong gilra cac thiét bi
dudc két ndi trén mang

O Chlng bao gom cac ca ché tao két ndi, cac quy tac dinh dang dé
dong goi dir liéu cho cac goi tin dugc gui va nhan

O M6t s nghi thd'c mang may tinh da dudc phat trién cho tirng
muc dich cu thé

O Nghi thic TCP/IP: phd bién va dudc st dung rdng rai




D>

Gidi thi

0S| Model TCPIP Model TCPIIP = Internet
Protocol Suite

u




Gidi thiéu

* Nghi thuc TCP/IP
O Ra ddi vao 1980, dudc st dung pho bién trong két ni mang
© Nhung it dugc quan tam dén van dé an ninh
O Pudc phat trién cho mot giao ti€p trong mang tin cdy gidi han

O Trd thanh nghi thuc truyén thong Internet khong an toan trong
thoi gian qua




Gidi thiéu

* MGt vai vi du vé 10 hong cua TCP/IP

O HTTP la mét nghi thirc tang ’ng dung ciia TCP/IP dugc dung dé
truyén cac tap tin (cac trang web) tu’ may chu web. Do dir liéu
dugc truyen tai dang van ban thuan tuy nén ke dot nhap co thé
dé dang doc cac gdi dir liéu trao doi gitta may chu va may khach

O M6t 16 hdng HTTP khéc 1a su’ xac thuc yéu giltta may khach va
may chu web trong qua trinh khdi tao mot phién (sessmn) Lo
hong nay cd thé dan dén cuoc tan cong chiém quyen truy cap
phién, ké tdn cong danh cap mot phién HTTP clia ngudi dung
hgp phap




Gidi thiéu
* Nghi thirc bat tay TCP/IP

THREE - WAY HANDSHAKE (TCP)

(1) SYN
(2) SYN/ACK
(3) ACK
SYN = SYNCHRONIZATION ACK = ACKNOWLEDGEMENT




Gidi thiéu

* M6t vai vi du vé 16 héng ciia TCP/IP

O L6 hdng ctia nghi thirc TCP 13 bt tay three-way dé thiét 1ap két
noi. Ke tan cong co thé ma cudc tan cong tu chdi dich vu "SYN-
flooding" dé khai thac 16 hong nay. Anh ta thiét Iap rat nhiéu
phién md dang dé bang cach khong bat tay. Diéu nay dan dén
qua tai may chu va cudi cung may chu guc nga

© Tang IP dé bi &nh hudng bdi nhiéu 16 hong. Thong qua slra doi
header cla nghi thic IP, ké tan cong co thé khdi chay cudc tan
cong gia mao IP.




Gidi thiéu

* SYN Flood

Attacker

Bot Target

N\ Spoofed SYN Packet
Spoofed SYN Packet




Gidi thiéu

> | LIITENn &
= €

Server

Client




Gidi thiéu

* Nghi thu'c UDP

O Nghi thuc két noi khong tin cay

© M6t cudc tdn cong cd thé dugc bat dau bang cach guii mot s6
lugng 16n cac gdi tin UDP tGi cdng ngau nhién trén mot may chd
tUr xa va két qua la cac may chu & xa sé:
* Kiém tra cac (ng dung vdi cong;
= Thay rang khéng cé ('ng dung nghe & cong;
* Tra I0i v&i mot ICMP Destination Unreachable goi




Gidi thiéu

* UDP Flood

Attacker

Spoofed UDP Packet

Spoofed UDP Packet




Gidi thiéu

* Nghi th(ric DNS

O Pudc st dung dé giadi tén mién ra dia chi IP. Ngudi dung mang
phu thuoc vao chudc nang DNS trong qua trinh duyét Internet
bang cach go mot URL trong trinh duyét web

© Trong cu0c tan cong vao DNS, muc tiéu cua ké tan cong la chinh
stra mot ban ghi DNS hgp 1é dé né giai tén mién hgp 1é thanh
mot dia chi IP sai. Diéu nay cd thé hudng tat ca luu lugng truy
cap cho dén mdy tinh sai dia chi IP. Ké tdn cong c6 thé khai thac
10 hdng nghi thirc DNS hodc thda hiép vGi may chi DNS dé thuc
hién mot cudc tan cong




* DNS gia mao

The IP address of
example. jp is
®172.16.3.2"

http://example. jp/.
What*s its IP address?J

=
"“l.

TR
i‘i:lt ernal User
within its

g "
= L
................

*d 1ike to access WP
>

The IP address
of example.jp is
w172.16.3.2"

DN5

the user is directed

If the DNS cache server is “poisoned”,

even if the URL specified is correct.

to a bogus website

(192.168.1.23)




Gidi thiéu

* Nghi th{rc ICMP

© Nghi thic quan ly mang cc ban cua mang TCP/IP. ICMP dugc sur
dung dé guri thdng bao 16i va kiém soat trang thdi clia cac thiét bi
noi mang

© ICMP la m6t phan tich hgdp trong cai dat mang IP va do dé ICMP
hién dién trong qua trinh thiét lap mang.

O ICMP c6 cac 16 hdng riéng va cd thé bi khai thac dé khai dong
cudc tan cong trén mang




Gidi thiéu

* L0 héng ICMP
© ICMP cho phép ké tan cong thuc hién cudc tham sat mang dé xac
dinh topo mang va dudng dan vao mang. ICMP tham do va kham
pha tat ca cac dia chi IP cua may chu dang ton tai trong mang

O Trace route la mot tién ich pho bién clia ICMP dugc sir dung dé
lap ban d6 mang bang cach mo ta dudng dan theo thdi gian thuc
tir may khach dén may chu tu xa

O Ké tdn cdng cd thé tan cdng tir chdi dich vu bang cach gui cac
gdi tin ping IPMP vugt qua 65.535 bytes dén may chu => cat
nho => khi€n may chu xUr ly nhiéu va may chu sup do

* Con rat nhiéu 16 hdng cua cac nghi thd'c ARP, DHCP,

SMTP, HTTP, etc.




...................................................................................................................................................................................................................
* Ping (ICMP) Flood
Attacker
&
Bot Target
— ICMP ECHO REQUEST @
. ICMP ECHO REPLY ’
. ‘ ICMP ECHO REQUEST .
) ICMP ECHO REPLY l
‘ ICMP ECHO REQUEST ‘

ICMP ECHO REPLY

L




Gidi thiéu

* Ping of Death

Attacker

&

Malicious packet-larger then 110,000 bytes

Normal IP packet-maximum size: 65,538 bytes

Target
Victim




Gidi thiéu

* Muc tiéu an ninh mang

© Ton tai nhiéu 16 hng trong mang. Do do, trong qua trinh truyén,
dit liéu rat dé bi tan cong. Ké tan cong co thé nhdm muc tiéu
kénh truyén thong, thu thap dir liéu va doc cung hoac dua lai
mot thong dié€p gia dé dat dugc muc tiéu bat chinh cia anh ta

© An ninh mang khong chi quan tam dén su’ an toan cua may tinh
& moi dau clia chuoi truyén thong; ma con nham muc dich dam
bao rang toan bd mang la an toan

© An ninh mang doi hoi phai bao vé kha nang st dung, do tin cay,
tinh toan ven, va su’ an toan cua mang va du liéu.

© An ninh mang hi€u qua phai danh bai nhiéu mdi de doa khac
nhau khi mang bi xam nhap




Gidi thiéu

* Muc tiéu an ninh mang

O Phai dam bao dugc ba ti€u chi quan trong: bao mat, tinh toan
ven va tinh kha dung. Ba tru c6t cua An ninh Mang thutng dugc
biéu dién dudi dang tam giac CIA

CIA concept

Confidentiality

[C]

A]

[

Integrity Awvaillability




Gidi thiéu

* Muc ti€u an ninh mang
O Bao vé dir lieu chong lai cac tan cong khi truyén tai trén mang
© Nhiéu nghi thuc bao mat dugc thi€t k&, cung cap it nhat cac muc
ti€éu chinh: cac bén c6 thé dam phan tuong tac dé xac thuc lan
nhau, thiét lap khoa bi mat truGc khi trao doi thong tin trén
mang, trao doi thong tin dudi dang ma hoa

Application Application
Secure Session
TCP
—_—
P
Physical Metwork Physical Network Physical Network
Application Layer Transport Layer MNetwork Layer
Security Security Security




Gidi thiéu

* Nghi thurc an ninh

Layer Communication Protocols Security Protocols
Application Layer HTTP FTP SMTP PGP. S/MIME, HTTPS
Transport Layer TCP /JUDP SSL, TLS, SSH

Network Layer P IPsec




Gidi thiéu

* Dich vu E-Mail Security (1-tdi-1)

UA Recipient

Sender UA

/ “MTA—— MTA/\'
UA retrieves the email

UA sends an email (POP, IMAP)

to its local MTA MTA forwards email
(SMTP) to another MTA
(SMTP)

Ks &

r_ Ke(m) Kg(m )
m—-|T5_ET—¢ » Ks() —>m
' +
Sender @—’—@ K@ Recipient
Ks Roun ) Roun) L)

e e |




Gidi thiéu

* Dich vu E-Mail Security (1-tGi-nhiéu)
//, UA Recipient 1

Sender |V
/ R UA | Recipient 2

LOCG' EE—
MTA

v VA Recipient 1

MTA

Ny / " VA Recipient 2
Local ——> MTA —— MTA
MTA (Exploder)

Sender | UA




Gidi thiéu

* Dich vu E-Mail Security (1-tGi-nhiéu)

. .w

Sender > Exploder > Re
;T

From:Sender From: Sender

To: list with Listous(K.) To: R1 with R1,ys(Ke) and so on

Content: K¢(m) Content: K<(m)




Gidi thiéu

* E-Mail Security vGi Pretty Good Privacy (PGP) hoac
Secure Multipurpose Internet Mail Extension (S/MIME)

User Process Use Process
PGP / MIME S/MIME
SMTP/HTTP SMTP/HTTP
TCP TCP
P P




Gidi thiéu

* DNS Security dua trén mat ma khda cong khai

o All information sent by a DNS server is signed with the
originating zone's private key for ensuring authenticity. DNS
clients need to know the zone’s public keys to check the
signatures. Clients may be preconfigured with the public keys of
all the top-level domains, or root DNS.

O Moi vung DNS déu co cap khda cong khai/bi mat

O Tat ca cac thong tin dudc gui bai may chu DNS dugc ky két vai
khda bi mat cua vung goc dé dam bao tinh xac thuc

O DNS khéach can biét khéa céng khai clia vung dé kiém tra chir ky

O DNS khach cd thé dugc cau hinh san véi cac khda cong khai ctia
tat ca cac tén mién cap cao nhat hoac DNS goc




Gidi thiéu

* DNS Security dua trén mat ma khoa cong khai

www.example.com
Root Name Server Web Server

93.184.216.34

0 wwew example. com?

e

(signature)

Al ask OO NEME SEPeT l

.com Mame Server Recursive Name Server

WA, mple, com?
& example. Qe wivered example . com?

= I, "

sagnatiung )

L Az 93.184.216.34

Internet User
(Client)

[SFEnaturg)
Az 93.184.216.34




Gidi thiéu

* Transport Layer Security (TLS)

Application ;ﬁ' —

TCP APl Sockets TCP
Ip IP
J—L
Physical S
Network Network

Appllcatlon

—




* Secure Socket Layer (SSL)

Gidi thiéu

Application

SSL

TCP

IP




Gidi thiéu

* Secure Shell Protocol (SSH)

SSH User Authentication SSH Connection
Protocol Protocol

SSH Transport Layer Protocol
TCP




Gidi thiéu

* Internet Protocol Security (IPSec in Network Layer)

O SU dung cho Virtual Private Network (VPN), gateway-to-gateway,
ngudi dung tir xa va mang cla to chic host-to-gateway

O Thiét ké cho TCP, UDP, ICMP, etc.

O Bao vé toan bd goi tin hién dién & I6p IP bao gom cac tiéu dé I16p
cao hon

O Phan header cua I6p cao han bao gdm s8 hiéu cong dudc an nén
phan tich luu lugng truyén tai khd hon

O Bao mat: ma hda gadi tin, ngan chan nghe Ién

O Xac thuc ngudn goc gdi tin nhan: nguodn trong header
O Tinh toan ven: gai tin khdng bi thay doi

O Quan ly khoa: trao doi khoa an toan, chdng lai tdn cong




Gidi thiéu

* Internet Protocol Security (IPSec in Network Layer)

P IPSec | Secure Field User

=.

Laptop with
IPSec

IF IPSec Secure
header | header | Payload

Headguarters office

. !
Branch affice




Gidi thiéu

* An ninh & tang Data Link (lién két dit li€u)

© Phong ngua gia mao ARP (Address Resolution Protocol anh xa
dia chi IP vai dia chi MAC): Static ARP, Intrusion Detection,
Dynamic ARP Inspection

© Phong ngura MAC Flooding (tan cong lam tran switch V@i dia chi
MAC s dung cac goi ARP gia mao), danh cap cong (Port
Stealing): intelligent Ethernet switches

O Phong ngura tan cong DHCP (Dynamic Host Configuration
Protocol): DHCP snooping

© An ninh cho Wireless LAN: Wired Equivalent Privacy (WEP),
802.11i Protoco, WiFi Protected Access (WPA), WPA2




Gidi thiéu

* Kiém soat truy cap (Access Control)
O Gidi han quyén truy cap dén thi€t bi mang
O Xac thuc nguGi dung va Uy quyén
O Xac thuc bang méat khau
O Phuadng phap xac thuc tap trung
O Danh sach kiém soat truy cap




Gidi thiéu

* Tuong Ita (Firewall)
O C4 thé la mot thiét bi phan cling, phan mém hodc hé thong két
hdp, ngan chan truy cap trai phép tu bén ngoai vao mang noi bo
O Tat ca cac goi di liéu vao/ra mang ndi bd di qua tudng Itra, ki€m
tra moi goi tin va chan nhirng gdi khong dap 'ng cac tiéu chi an
toan da dudc chi dinh

O Ba kiéu tudng Ira: Packet filter (Stateless & Stateful),
Application-level gateway, Circuit-level gateway

O Hé thong phat hién xam nhap mang
(Intrusion Detection System, IDS)

O Hé thong chong xam nhap mang
(Intrusion Prevention System, IPS)




Gidi thiéu

* Hé thong phat hién va chong xam nhap mang

Intemet

|
T Internal
MNetwork

IDS




NOi dung

* Gidi thiéu

* Hé thong phat hién xam nhap mang
* Phat hién xam nhap mang vdi Snort

* Xay dung luat cho Snort




Hé thong phat hién xam nhap mang

Internal server
and data resource
networks

Internal
firewall

LAN switch

or router

LAN switch 2z
or router External

firewall

Workstation
networks

Service network
(Web, mail, DNS, etc.)

LAN switch Internal
Or router firewall




Hé thong phat hién xam nhap mang

4’@

Firewall

@
Rt}ute:r




Hé thong phat hién xam nhap mang

* Giam sat moi hoat dong cua hé thong
O Xac thuc la hoat dong binh thucng hay xam nhap
O Canh bao dua vao dau hiéu nhan dang

O Tang ung dung: DHCP, DNS, Finger, FTP, HTTP, IMAP, IRC, NFS,
POP, rlogin/rsh, RPC, SIP, SMB, SMTP, SNMP, Telnet, TFTP

© Tang van chuyén: TCP, UDP
© Tang mang: IPv4, ICMP




Hé thong phat hién xam nhap mang

* Giam sat moi hoat dong cua hé thong
O Co khi bi nhan dang sai lam
O False Positive/Type I Error: hoat dong binh thudng bi hé thong
IDS nhan dang la xam nhap

O False Negative/Type II Error: xam nhap mang nhung hé thong
IDS khong phat hién dugc




Hé thong phat hién xam nhap mang

* Phat hién xam nhap dua vao dau hiéu nhan dang
O Cd so di lieu chira cac xam nhap da biét vGi dau hi€u nhan dang

O D&u hiéu nhan dang: kiéu, th( tu clia cac goi mo ta mot xam
nhap cu thé

O Chi nhan dang dugc cac xam nhap da biét

* Phat hién xam nhap dua vao dau hiéu bat thudng
© Tao cac mau cla tac vu binh thudng cla mang
O Phat hién dau hiéu bat thudng (khac vdi tac vu binh thudng)




Hé thong phat hién xam nhap mang

* Host-Based IDS

O Queét log file, m& két n6i mang, quét dia, canh bao khi phat hién
xam nhap

O Phan tich log file, dia
* Network-based IDS

O Giam sat thong tin dugc truyén tai trén mang, canh bao khi phat
hién xam nhap
O Phan tich thong tin dugc truyén tai trén mang




Hé thong phat hién xam nhap mang

host IDS

Network IDS

host |IDS ™

a
i

S°




Hé thong phat hién xam nhap mang




Hé thong phat hién xam nhap mang




Hé thong phat hién xam nhap mang

Systems
Host-based Host-based
Vulnerability Intrusion
Assessment File_ Detection
Integrity
Vulnerability Checkers Intrusion
Assessment | I Detection
(Scheduled) (Real-time)
Network-based Network-based
Vulnerability Intrusion
Scanners Detection

Networks




NOi dung

* Gidi thiéu

* Hé thong phat hién xam nhap mang

* Phat hién xam nhap mang v@i Snort
* Xay dung luat cho Snort




Phat hién xam nhap mang vdi SNORT

* Snort

O Hé théng phan mém ngudon ma cho phat hién va chong xam
nhap mang, dugc tao ra bdi Martin Roesch nam 1998, Sourcefire,
so htu bai Cisco tu' nam 2013

O Co6 kha nang phan tich thaoi gian thuc goi tin dugc truyén tai trén
mang, ghi nhan nhat ky

O 5 triéu lugt tai vé va 600K ngudi dang ky st dung
O Cong dong thudng xuyén cap nhat tap luat




Phat hien xam nhap mang voi SNORT

* Kién truc Snort

4R
== r _
erts/ | —5

Network —» | Sniffer |Preprocessor D:"edi*’" o -
— ngine ogging
Backbone g g it/

_ Packets \\l, f f 7‘ Database

\ Rulesets /




Phat hien xam nhap mang voi SNORT

* Packet-Sniffing: thu thap théng tin d& xem xét va xr ly
Y

> SSH
~ : Permiscuous Visible | HTTPS
Network > Sniffer | Interface | Interface | QL
Backbone > ( ethl) m ‘ (eth0) | SMB
- SNMP

~— Packets =\




Phat hién xam nhap mang vdi SNORT

* Preprocessor
© Nhéan gdi tin thd va kiém tra ching cé cdm vao RPC, HTTP, quét
do cong (port scanner), phan manh IP (IP fragmentation
handling), kiém soat luu lugng (flow control)
O Sau khi d3 xac dinh dugc kiéu hanh vi cla goi tin, bd tién xir ly
sé gui dén bo phan phat hién (detection engine)




Phat hien xam nhap mang voi SNORT

* Preprocessor — .

— > Preprocessor Detection Engine

-

HTTP Encoding Plug-in

Port Scanning Plug-in




Phat hien xam nhap mang voi SNORT

* Detection Engine
O Phat hién xam nhap dua vao cac dau hi€u nhan dang
© Nhan gdi tin tir bd tién xr ly, kiém tra cac dau hiéu nhan dang
dudc mo ta trong tap luat, néu khép vai dau hi€éu nhan dang thi
sé gui dén bo canh bao (alert processor)

O Tap luat bao gom 3 loai: Trojan horses, buffer overflows, truy
xuat dén cac Ung dung

O Luat: header va option

O Header: hanh déng (alert/log), ki€u gdi tin (TCP, UDP, ICMP,
etc), dia chi va cdng ngudn, dich

O Option: chira dau hiéu nhan dang




Phat hién xam nhap mang vdi SNORT

* Detection Engine — - Logging/Alert

A

If Yes, Send to
Logging/Alerting

Discard




Phat hien xam nhap mang voi SNORT

¢ Alertlng/Logglng Component lWehSewer/aniend
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Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04

O sudo apt-get update

© sudo apt-get install flex bison build-essential checkinstall
libpcap-dev libnetl-dev libpcre3-dev libmysgiclient15-dev
libpcap-dev libnetl-dev libpcre3-dev libmysgiclient15-dev
libnetfilter-queue-dev iptables-dev

O sudo apt-get install -y autoconf libtool pkg-config




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04
O mkdir inst
O cd inst/
O wget https://www.snort.org/downloads/snort/dag-2.0.6.tar.gz
O wget https://www.snort.org/downloads/snort/snort-2.9.11.tar.gz

© wget https://github.com/nghttp2/nghttp2/releases/download/
v1.17.0/nghttp2-1.17.0.tar.gz




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04
O tar -xzvf nghttp2-1.17.0.tar.gz
O cd nghttp2-1.17.0
O autoreconf -i --force
O automake
O autoconf
© . /configure --enable-lib-only
© make
O sudo make install
© sudo Idconfig




Phat hién xam nhap mang vdi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04
O tar -xvzf dag-2.0.6.tar.gz
© cd dag-2.0.6
O ./configure
O make
O sudo make install
O sudo Idconfig




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04
O tar -zxvf snort-2.9.11.tar.gz
O cd snort-2.9.11/
O ./configure
O make
O sudo make install
O sudo Idconfig

O snort -V
Version 2.9.11 GRE (Build 125)
By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2017 Cisco and/or its affiliates. All rights reserved.




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04

O sudo groupadd snort

sudo useradd snort -d /var/log/snort -s /sbin/nologin -c SNORT_IDS -g snort
sudo mkdir /var/log/snort

sudo chown snort:snort /var/log/snort

sudo mkdir /etc/snort

O O O O

download snortrules-snapshot-29110.tar.gz

sudo tar zxvf snortrules-snapshot-29110.tar.gz -C /etc/snort/

sudo touch /etc/snort/rules/white_list.rules /etc/snort/rules/black_list.rules
sudo mkdir /usr/local/lib/snort_dynamicrules

sudo mv /etc/snort/etc/* /etc/snort/

sudo chown -R snort:snort /etc/snort/*

O O O O O O




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04

/etc/snort
attribute_table.dtd
— classification.config
— file magic.conf

— gen-msg.map

— preproc_rules

— reference.config

— rules

— local.rules

— black_list.rules
— white list.rules

— sid-msg.map
— short.conf

— so_rules

— threshold.conf
— unicode.map




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04

O sudo sed -i 's/include \$RULE\ PATH/#include \$RULE\ PATH/'
/etc/snort/snort.conf

O sudo nano /etc/snort/snort.conf
HHARBHHH####HHHH#H## EDIT CONFIG /etc/snort/snort.conf
ipvar HOME_NET 192.168.8.0/24
ipvar EXTERNAL_NET !'$HOME_NET
var RULE_PATH /etc/snort/rules
var SO_RULE_PATH /etc/snort/so_rules
var PREPROC_RULE_PATH /etc/snort/preproc_rules
var WHITE_LIST PATH /etc/snort/rules
var BLACK_LIST_PATH /etc/snort/rules
#removing the ‘lzma’ keyword




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04

© sudo snort -T -i ethO -u snort -g snort -c /etc/snort/snort.conf
--== [nitialization Complete ==--

. =*>Snort! <*-

0" )~ Version 2.9.11 GRE (Build 125)

""" By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2017 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
Using libpcap version 1.5.3
Using PCRE version: 8.31 2012-07-06
Using ZLIB version: 1.2.8

Snort successfully validated the configuration!
Snort exiting




Phat hien xam nhap mang voi SNORT

* Cai dat Snort 2.9.11 trén Ubuntu 14.04

O sudo nano /etc/snort/rules/local.rules

alert icmp any any -> $HOME_NET any (msg:"ICMP test
detected"; GID:1; sid:10000001; rev:001; classtype:icmp-event;)

O sudo snort -T -c /etc/snort/snort.conf -i ethO

© sudo /usr/local/bin/snort -A console -q -u snort -g snort
-c /etc/snort/snort.conf -i eth0

O Khi cd may tinh s dung Iénh ping dén dia chi IP cia giao dién
ethO may snort, man hinh may snort hién thj nhu sau:
.. [**][1:10000001:1] ICMP test detected [ * *] [Classification: Generic ICMP event] ...
... [**]1[1:10000001:1] ICMP test detected [ * x] [Classification: Generic ICMP event] ...

... [**][1:10000001:1] ICMP test detected [ * x] [Classification: Generic ICMP event] ...
.. [**][1:10000001:1] ICMP test detected [ * *] [Classification: Generic ICMP event] ...




NOi dung

* Gidi thiéu

* Hé thong phat hién xam nhap mang
* Phat hién xam nhap mang vdi Snort
* Xay du'ng luat cho Snort




Viét luat cho SNORT

* Binh dang luat Snort: Header + Options

* Header: hanh dong nghi thire, dia chi IP va cong
nguon, dich (cd the sU’ dung netmask)

* Options: thong bao canh bao, mo ta dau hiéu nhan
dang, phan loai, etc.

* Vi du luat Snort

O alert icmp any any -> $HOME_NET any (msg:"ICMP test
detected"; GID:1; sid:10000001; rev:001; classtype:icmp-event;)




Header Format

Action Proto SRC SRC Port Direction DST DST Port

Action Function “ Direction Meaning

alert alerts and logs event IP (covers all) -> from SRC to DEST
log logs event Tep <> in either direction
pass ignores event UDP

drop drops packet and logs event ICMP

reject TCP reset of session or ICMP Type3 Code 3 of

sdrop drops packet without logging A.B.C.D Single IPA

activate drops packet without logging A.B.C.D/XX CIDR

dynamic alerts and activates a dynamic rule [A.B.C.D, A.B.C.E, A.B.C.G] Match ANY, not all




Modifier Function

nocase; makes previous content match case insensitive, should be used in most cases to allow for vendor
implementation variations. Should NOT be used when trying to match Base64 or URL encoding.

rawbytes; | ignores pre--processor interpretation of payload contents and looks for a raw packet payload match

offset: advances pointer to after a number of bytes from the beginning of the PAYLOAD. Example offset:3;

depth: will only look for the content match from the beginning of the PAYLOAD up to the specified byte number.

distance: advances the pointer to after the number of bytes from the end of the last CONTENT MATCH Example
distance:12;

within: will only look for the content match from the end of the last CONTENT MATCH through the specified
number of bytes




Viét luat cho SNORT

* Vi du

O alert tcp any any -> any 21 (msg:"FTP ROOT"; content:"USER
root"; nocase;)

O alert tcp any any -> any 21 (msg:"Telnet NOP"; content:"|FF
F1|"; rawbytes;)

O alert tcp any any -> any 80 (content:"cgi-bin/phf"; offset:4;
depth:20;)

O alert tcp any any -> any any (content:"ABC"; content:"DEF";
distance:1;)

O alert tcp any any -> any any (content:"ABC"; content:"EFG",;
within:10;)




Operator Options

Basic Body Options

msg: ascii text to be printed in alert or log, must be in quotes eg msg:"Yet another Scan”;

reference: | will call a link to specific documentation of rules included in snort rule set (100--999,999) example
reference:cve,CVE--1999--0105;

sid: Snort ID number, <100 reserved, 100---1000000 (now 2000000) used for packaged rules, above that are
custom
rev: revision of the snort rule (or set)

classtype: | a named class of attack, built in ones are associated with a certain priority. Example
classtype:attempted_recon;

priority: level of concern, 1 is really bad, 2 not so bad, 3 informational, etc.

content: searches the entire packet payload for either an ASCII string or a “binary” match.




Viét luat cho SNORT

* Reference [Sysem URL Prefix

bugtraq http://www.securityfocus.com/bid/
cve http://cve.mitre.org/cgi-bin/cvename.cgi?name=

nessus http://cgi.nessus.org/plugins/dump.php3?id=

arachnids | (currently down) http://www.whitehats.com/info/IDS

mcafee http://vil.nai.com/vil/content/v..

osvdb http://osvdb.org/show/osvdb/
msb http://technet.microsoft.com/en-us/security/bulletin/
url http://

* Vidu
O alert tcp any any -> any 7070 (msg:"IDS411/dos-realaudio”;
flags:AP; content:"|fff4 fffd 06|"; reference:arachnids,IDS411;)




Classtype Description Priority
attempted-admin Attempted Administrator Privilege Gain high
attempted-user Attempted User Privilege Gain high
inappropriate-content Inappropriate Content was Detected high
policy-violation Potential Corporate Privacy Violation high
shellcode-detect Executable code was detected high
successtul-admin Successtul Administrator Privilege Gain high
successful-user Successful User Privilege Gain high
trojan-activity A Network Trojan was detected high
unsuccesstul-user Unsuccesstul User Privilege Gain high
web-application-attack Web Application Attack high
attempted-dos Attempted Denial of Service medium
attempted-recon Attempted Information Leak medium
bad-unknown Potentially Bad Traffic medium
default-login-attempt Attempt to login by a default username and | medium
password
denial-of-service Detection of a Denial of Service Attack medium




Classtype Description Priority
misc-attack Misc Attack medium
non-standard-protocol Detection ot a non-standard protocol or event | medium
rpc-portmap-decode Decode of an RPC Query medium
successtul-dos Denial of Service medium
successful-recon-largescale Large Scale Information Leak medium
successtul-recon-limited Information Leak medium
suspicious-filename-detect A suspicious filename was detected medium
suspicious-login An attempted login using a suspicious user- | medium
name was detected
system-call-detect A system call was detected medium
unusual-client-port-connection A client was using an unusual port medium
web-application-activity Access to a potentially vulnerable web appli- | medium
cation
icmp-event Generic ICMP event low
misc-activity Misc activity low




Viét luat cho SNORT

Classtype Description Priority
network-scan Detection of a Network Scan low
not-suspicious Not Suspicious Traffic low
protocol-command-decode Generic Protocol Command Decode low
string-detect A suspicious string was detected low
unknown Unknown Traffic low
tcp-connection A TCP connection was detected very low

* Vidu
O alert tcp any any -> any 7070 (msg:"IDS411/dos-realaudio”,
flags:AP; content:"|fff4 fffd 06|"; reference:arachnids,IDS411;)




Basic Body Options

Operator Options

isdataat: Verifies a certain number of bytes is present, can be made relative to previous content by adding relative to
the end

uricontent:| Same as content, but applies specifically to uri’s

urilen: Specifies a particular length of URI, or range of lengths. Requires HTTP Pre--processor

flow: describes state of session and directionality. Includes options: to_server from_server, to_client from_client
only_stream no_stream stateless established

ipopts: indicates the presence of options fields in the IP header . Includes: eol-- End of List Isrr --Loose Source
Routing rr —Record Route satid — Stream ID sec — Security ssrr — Strict Source Routing ts — Time Stamp

dsize: indicates a size, or size range of the entire packet (includes headers)




Viét luat cho SNORT

* Vi du
O alert tcp any any -> 192.168.1.1 80

(sid:1002354;rev:2;msg:"Warning!!, A host is trying to access

/admin"; uricontent:"/admin";classtype:web-application-activity;)
O alert tcp any any -> any 111 (content:"PASS";

isdataat:50,relative; content:!"|0a|"; within:50;)

O alert ip any any -> 192.168.1.0/24 any (dsize: > 6000; msg:
"Large size IP packet detected";)

O alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(flow:to_server,established;)

O alert ip any any -> $HOME_NET any (ipopts: Isrr; msg: “Loose
source routing attempt”; sid: 1000001;)




Operator Options

Basic Body Options

flags: indicates the presence of TCP Flags. Includes: A — Ack F — Fin P — Push Snort Cheat Sheet R —Reset S—=Syn U
— Urgent Data 0 — No Flags (used in nmap null scan) 1 — Reserved bit 1 (ECN) 2 — Reserved bit 2 (CWR) + --
Multiple Flags * -- Any Flag ! — Not that flag

ttl: specifies a particular time to live value in the IP header, some decimal number between 0-- 255.

tag: used to log a series of packets rather than just one. Think of it as a trigger. Tag largely replaces the activate:
a? dynamic: pair. Parameters: session — logs all packets in the session that triggered the rule host — logs all
packets to/from host who's IP triggered the rule (this will capture all traffic, not just that particular session
— good for capturing botnet activity) count — how much to log, a decimal number packets — logs that many
packets seconds — logs all packets for the session or host for a specified number of seconds SRC — only logs
packets from source DST — only logs packets from destination




Viét luat cho SNORT

* Vi du

O alert tcp any any -> any any (flags: SF; msg: "SYNC-FIN packet
detected”;)

O alert icmp any any -> 192.168.1.0/24 any (msg: "Ping with
TTL=100"; ttl:100;)

O alert tcp any any -> any 23 (flags:S,CE; tag:session,10,seconds;)

O alert tcp $EXTERNAL_NET any -> 192.168.1.0/24 80
(msg:“Sample alert”; pcre:”/GET.*\.htm/i"”; classtype:

webapplication-activity; reference:url,
http://www.abc.com/20180405.html; sid:20180405; rev:1;)




Viét luat cho SNORT

* Vi du
O alert icmp any any -> any any (dsize: > 10000 msg: “Ping of
Death Detected”; sid:777777)

O alert tcp any any -> 192.168.1.1 any (msg:"TCP SYN Flooding
attack detected"; flags:S; threshold: type threshold, track by_dst,
count 10, seconds 30; sid: 5000001; rev:1;)

O alert tcp $external_net any -> $http_servers $http_ports
(msg:"web-misc robots.txt access"; flow:to_server, established;
uricontent:"/robots.txt"; nocase; reference:nessus,10302;
classtype:web-application-activity; threshold:type threshold,
track by_dst, count 10 , seconds 60 ; sid:1000852; rev:1;)
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