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NOI dung
» TONg quan vé an toan va bao mat théng tin
o Cac hé mat ma co dién
e Mat ma thay thé
Mat ma Ceasar
Mat ma Playfair
Mat ma Hill
Mat ma Vigenere
e Mat ma hoan vi
Mat ma rail-fence
Ky thuat hoan vi nang cao




TOng quan

Minh da biét
hét nhirng gi
bon ching trao
doi véi nhau.




Téng quan




TOng quan

- T6i la nha quan tri
- Cho nguGi dung A dudc
phép doc file M

- Toi la nha quan tri
- Cho phép nguci
dung H dudc phép
doc file M




TOng quan

Mua cho toi
1000 cb phiéu
cua cong ty ABC

L ——

Khong tur choi
trach nhiém
[ S~

)

ToOi dau co nhg
anh mua co
phi€u cho toi.

C6 chuyén tién
cho toi di ch('!




TOng quan

« Cac hanh vi xam pham
e Xam pham thu dong: lién quan dén viéc nghe lén
hodc quan sat thong tin dugc truyén di
Tach no6i dung thong diép: thu cac thong tin nhay cam
trong thu dién tr hay trong cac tap tin truyén di.
Phan tich dudng truyén: thdng tin nhay cam cé thé dugc
che dau bang ma hda, nhung dGi thi co thé xac dinh vij tri
cac thuc thé va quan sat tan sudt va do dai cta théng diép
dé rut trich ban chat cua thong diép.
- Xam pham thu dong kho phat hién vi khong co
anh hudng dén tai nguyén va thao tac cua hé thong
- tap trung phong chdng.




TOng quan

« Cac hanh vi xam pham
e Xam pham chu dong: li€n quan dén viéc thay doi
dir liéu hoac tao dir liu sai

Gia mao: thuc hién cac thao tac theo sau mot ching thuc
hgp & dé su’ dung cac quyén cua nguoi dung hop 1€ cho

Ay /4

cac thao tac “khong hdp le trong hé thong
Lam lai (replay): truyén Ia| cac goi tin cua lan ching thuc
hap I€ cua qua khir cho cac [an chirng thuc trong tucng lai.

Thay doi thonﬂ diép: mot phan hodc toan bd thong tin hgp
pha bi thay thé bang cac thdng tin gia mao nham thuc
hlen cac tac vu khong cho phép.

Tu chdi dich vu (denial of service): ngan chan hay gay uc
ché viéc str dung va quan ly thong thudng clia cac thiét bi
truyen thong.

- Dé phat hién nhung kho ngan chan

(-




TOng quan

 Cac bién phap bao vé thong tin
e Hanh chinh
e Thiét bi ky thuat (phan ci’ng)
e Thuat toan (phan mém)
o Nhan xét
e Hi€éu qua va kinh té nhat: thuat toan
e Thuc té: két hop ca 3 bién phap




MOt so thuat ngr

Ban rd (Plaintext): thdng bao g6c can chuyén, dugdc ghi
bang hinh anh, am thanh, chir so, chir viét...

Ban mat/Ban ma (Clphertext) ‘nguy trang” ban ro thanh
mot dang khac dé€ ngudi “ngoai cubc” khdng thé doc dugc

Mat ma hda/lap ma (Encryption): qua trinh bién do6i ban rd
thanh ban mat

Giai mat ma/gidi ma (Decryption): qua trinh bién doi ban
mat thanh ban ro

Hé ma (Cryptosystem): mot perdng phap nguy trang ban

ro. Nghé thuat tao ra va sur dung cac hé mat ma dugc goi
la thudt mat ma hda hay mat ma hoc (Cryptography)

Phan tich ma/tham ma (Cryptanalysis): nghé thuat pha cac
hé mat ma




Giai thuat mat ma hoa

o Cac hé mat ma hoa dugc mo ta bang 3 dac tinh
e Kiéu cla cac thao tac dugc dung dé bién doi ban rd

thanh ban mat: tat ca cac giai thuat ma hoa deéu dua
trén 2 nguyén ly

Thay thé (substitution): moi thanh phan trong ban rd %b|t ky
It(L}l; nhom cac bit hay cac ky tu) dugc anh xa dén thanh phan
ac.

Chuyen vi (transposition): cac thanh phan trong ban ro dugc
sap xep lai.

YeCL[J c?u co ban: thong tin khong bi mat (cac thao tac déu kha
ao

Phan I16n cac hé ma két hdp ca 2 nguyén ly qua nhiéu budc.
e SO khda dugc sur dung:
1 Khoa: nguGi gdi va ngudi nhan su dung chung khoa?
2 Khoa: Khoa bi mat/Khoa cong khai
Mat hda dung 1 khoda va giai mat ma dung 1 khoa khac




Giai thuat mat ma hoa (tt)

e Cach thu'c ban ro dugc xur ly:
Ma hoa khai (block cipher) xur ly tung khoi dif liéu tai mot
thai diém, san sinh mot khoi dir liéu & dau ra.
Ma hda luong (stream cipher) x' ly cac phan tur lién tuc va
san sinh ting phan t& mot & dau ra tai mot thai diém.




Cac hé mat ma co dién
Ky thuat thay the

e Mat ma Ceasar

e Mat ma Playfair

e Mat ma Hill

Ky thuat hoan vi
e Mat ma rail fence
e Ky thuat hoan vi nang cao




-

Mat ma Ceasar

e Mat ma Ceasar:
e Mat ma don ky tu

» Thay thé mai ky tu’ béng mét ky tu’ khac cach nhau
mot khoang cach nhat dinh trong bang chir cai.

éu dién toan hoc

E(p) = (p + k) mod 26
= D(C) = (C - k) mod 26
hoa cua giai thuat

e Bi
C
P
K:




Mat ma Ceasar

» Ap dung mat ma Ceasar mat ma hda cac ban rd
sau vGi khoa k = 4
o actions speak louder than words

« Doan khoa k va giai mat cho ban mat sau:
e ST RFS HFS XJWAJ YBT RFXYJWX




Mat ma Ceasar

» CO thé bj tan cdng theo kiéu vét can (brute-force)
bang cach thir hét tat ca 25 khoa

TIPGKFXIRGYPZEYZJKFIPZJZEKVIVJKZEX

TIPGKFXIRGYPZEYZJKFIPZJZEKVIVJKZEX

UJQHLGYJSHZQAFZAKLGJQARKAFLWIWKLAFEY

14

HWDUYTLWEFUMDNSMNXYTWDNXNSYJWJXYNSL

VKRIMHZKTIARBGABIMHKRBLBGMXKXI.MBGZ

15

IXEVZUMXGVNEOTNOY ZUXEQOYOTZKXKYZOTM

WLSINIALUJBSCHBCMNILSCMCHNYLYMNCHA

16

JYFWAVNYHWOFPUOPZAVYFPZPUALYLZAPUN

XMTKOJBMVKCTDICDNOJMTDNDIOZMZNCDIB

17

KZGXBWOZ IXPGQVPQABWZGQAQVBMZMABQVO

YNULPKCNWLDUEJDEOPKNUEOEJPANAOPEJC

18

LAHYCXPAJYQHRWORBCXAHRBRWCNANBCRWP

ZOVMQLDOXMEVFKEFPQLOVFPFKOBOBPQEFKD

19

MBIZDYQBKZRISXRSCDYBISCSXDOBOCDSXQ

APWNRME PYNFWGLFGQRMPWGQGLRCPCQORGLE

20

NCJAEZRCLASJTYSTDEZCJTDTYEPCPDETYR

BOXOSNFQZOGXHMGHRSNOXHRHMSDQDRSHMF

21

ODKBFASDMBTKUZTUEFADKUEUZFQDOEFUZS

22

PELCGBTENCULVAUVFGBELVEVAGRERFGVAT

DSZQUPHSBQIZJOIJTUPSZJTJOUEFSEFTUJOH

23

QFMDHCUFODVMWBVWGHCEMWGWBHSEFSGHWBU

ETARVQITCRJAKPJKUVQTAKUKPVGTGUVKPI

24

RGNEIDVGPEWNXCWXHIDGNXHXCITGTHIXCV

FUBSWRJUDSKBLOKLVWRUBLVLOWHUHVWLQJ

25

SHOFJEWHQFXOYDXYIJEHOYIYDJUHUIJYDW

e e
ol ol = 5| ©| of < on] L ws| w b =

GVCTXSKVETLCMRLMWXSVCMWMRXIVIWXMRK

©




Mat ma Ceasar

» Nhan xét: 3 dic diém chinh dé& &p dung tan cdng
theo kiéu brute-force trong thudt toan nay
e Giai thuat ma hda va giai ma dudc biét trudc
* S6 khda dé thir rat it
» Ngdn ngi clia ban rd dugc biét trudc va dé dang
nhan ra
» Giadi quyét van dé (tdng quat)
e SU’ dung nhiéu khoa
e ban rd cd thé dugc nén lai (Huffman, ZIP) dé cho
ngudi doc khd nhan ra ngon nglr' sU’ dung




Mat ma don ky tu

e SU’ dung hoan vi 26 chil' cai > co 26!=4.102¢
khoa.

« Nhan xét: tan sO xuat hién cua cac chif cai trong
cac ngon ngilr la co dinh




Mat ma don ky tu
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Mat ma Playfair

» M4t ma da ky tu (moi [an ma 2 ky tu lién ti€p nhau)

e Giai thuat dua trén mot ma tran cac chir cai 5x5 dugc
xay dung tu mot khoa (chudi cac ky tu)

1. Xay dung ma tran khoa
e Lan lugt thém tung ky tu’ cia khoa vao ma tran

e Néu ma tran chua day, thém cac ky tu con lai trong
bang chir cai vao ma tran theo thd' tu A - Z

e Ivallaxemnhu 1 ky tu

e Cac ky tu trong ma tran khong dudc trung nhau
2. Mat ma hoda
3. Giai mat ma




Mat ma Playfair
o Vi du: vGi tu khoa “playfair example”

e Ma tran khoa
PLAYTF

I REXM
BCDGH
KNOOQS
T UVWZ




N ~N m
Mat ma Playfair
 Giai thuat mat ma hoa

e M3 hoa tirng cap “2 ky tu” lién ti€p nhau.

e NEu 2 ky tu nay gidbng nhau thi thém mot ky tu *x’ vao giira.

e VD: balloon tach thanh ba Ix lo on (vi Il = Ix )

e NEu du 1 ky tu thi thém vao ky tu' ‘q’ vao cudi.

e VD: hat = ha tg

 Néu 2 ky tu' ndm cung dong dugc thay thé bang 2 ky tu tuong
U'ng bén phai. Ky tu ¢ cot cudi cung dugc thay bang ky tu' ¢
cot dau tién.

e Néu 2 ky tu nam cung c6t dugc thay thé bang 2 ky tu bén
dudi. Ky tu' & hang cudi cung dudc thay thé bang ky tu &
hang trén cung

e NEu 2 ky tu 1ap thanh hinh chit nhat dugc thay thé bang 2 ky
tu tuong U'ng trén cung dong & hai goc con lai.

@




Mat ma Playfair

mn




Mat ma Playfair

o Vi du:
« Mat ma hoa ban ro sau:
e hide the gold in the tree stump

e Xem ICi giai




Mat ma Hill
e Giai thuat sir dung m ky tu’ lién ti€p cta ban ro va
thay thé m ky tu khac trong ban mat.

o Viéc thay thé dugc thuc hién bai mot phudng
trinh tuyén tinh trén cac ky tu dudc gan tri (a=0,

b=1, c=2...), m=3:
(el (k11 k12 k13 p1)
c2 |=| k21 k22 k23| p2|mod26
\¢3) k31 k32 k33 ) p3)

C=KP mod 26

o Giai ma:

-1
@ P=K C mod 26




Mat ma Hill

e Mat ma hoa ban ro sau:

e pay more money

 VGi ma tran khoa:

(17
K =|21
|2

17 5)

18 21

2 19,




Mat ma Hill
e Tim ma tran nghich dao cua ma tran khoa K
e SU' dung phudng phap tim ma tran nghich dao cua
dai sb tuyén tinh
e Viét ma tran khoa K va ma tran dan vi I canh nhau

(17 17 5 1 0 0)
21 18 21 01 0

2 2 19) 0 0 1)

» Ap dung cac phép bién ddi tuyén tinh 1&n ca hai ma

tran K va I dé bién K thanh I. Khi do I sé thanh K.

e Chu y: cac phép bién toan thuc hién trén vanh
modulo 26.




Mat ma Vigenere

« Khoa: day m s6 nguyén:
K= (K[O]l K[l]l ey K[m-l])

» Mat hoa:
e Mat hda tung ky tu’ cia ban ro
e Ky tu' thl' i cua ban ro (p[i]) dugc ma hoa thanh
C[i] = (p[i] + k[i mod m] ) mod 26

 Giai mat:
e Thao luan

@




Mat ma Vigenere
e Vi du:
e Tu khoa “Lemon”

e Ban ro:
ATTACKATDAWN

e Ban mat:
Xem |Gi giai




Mat ma Vigenere

» Mat ma Vigenére bang phuong phap tra bang
e Ghép khoa cho chiéu dai khoa bang chiéu dai cla

bang ro:
e Vi du vai tU khoa “Lemon”
e Ban ro: ATTACKATDAWN
e >Khoa : LEMONLEMONLE




Mat ma Vigenere

e Mat ma hoa/giai mat ma:

nan ro < cot
khda < hang

ban mat < giao diém.




\

igenere

Mat ma Vv
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Mat ma rail fence

e Tach ban ro thanh hai hang
Vi du: ban ro "meet me at the toga party” dugc
viét thanh
me m at e oaa t
et eth tgpry
ban mat: memateoaatetethtgpry




Cac ky thuat hoan vi - nang cao

« ban ro dugc viét trén mot hinh chir nhat va doc
theo cot. Thr tu’ cac cot trd thanh khda cua giai
thuat.

e Vidu
Key 4 12 536
ban ro mee tme
atthet
Ogapar
t yxyzw

ban mat etgyetaxmeazmaotthpyetrw
» D& tang d0 mat, cd thé ap dung hodn vi nhiéu lan




Cac ky thuat thay thé - Playfair

Vi du: mat ma playfair
e Ban ro:
hide the gold in the tree stump

e Ban mat:
BM OD ZB XD NA BE KU DM UI XM MO UV IF
BM OD ZB XD NA BE KU DM UI XM MO UV IF




Mat ma Vigenere
o Vi du vai tu khoa “Lemon”
 Ban ro:
o ATTACKATDAWN
e Ban mat:
e Xem IGi giai

o Key: LEMONLEMONLE Plaintext:
Ciphertext:LXFOPVEFRNHR

e Nhan xét:

» Khda co chiéu dai bang vdi ban ro.

» Ma hoa, giai ma: ban ro theo cot, khoa theo
hang, ban mat la giao diém.

o




Bai tap mat ma Playfair

e KXJEY UREBE ZWEHE WRYTU HEYFS
e KREHE GOYFI WTTTU OLKSY CAJPO
* BOTEI ZONTX BYBWT GONEY CUZWR
e GDSON SXBOU YWRHE BAAHY USEDQ

» Khoa: Royal new zealand navy
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